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Introduction

My name is Jon McClintock

I am an Application Security Consultant

I work at Leviathan Security Group

I get paid to find security problems in software

Web applications are fun

Theyõre always easy to break

and

they always break



Takeaways

}The stateless nature of HTTP makes session management 

difficult

}It is very difficult to build it yourself correctly

}Current platform implementations still have flaws

}You need to protect your users against:

}Session enumeration

}Session fixation

}Session tampering

}Make sure that your session management works

}Session expiration

} Logout
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HTTP Primer

} HTTP is stateless ðthereõs no built-in mechanism to tie 

any one request to another

GET /index.html HTTP/1.1



State is Good

}Statefulweb applications are usable web applications

}User tracking

}Personalization

}Shopping carts

}Authentication

}Authorization



Implementing State

}Send the client information

}The client sends it back with later requests

Initial request

Response + session state

New request + state


